Terms of Reference (ToR)
Independent IT Audit – CBSI ICT Network & Infrastructure
Background
This Terms of Reference (ToR) outline the engagement of a contractor to conduct an independent IT Audit of the Bank’s ICT network and infrastructure. The CBSI acknowledges the vital role of ICT as an enabler, ensuring operational efficiency, safeguarding data integrity, and maintaining public trust. To enhance the effectiveness, security, and compliance of its IT systems, an independent and comprehensive IT audit is required. The audit aims to ensure that CBSI’s IT environment adequately supports secure, reliable, and efficient operations aligned with the Bank’s strategic corporate objectives. 

Objectives
The primary objectives of the IT audit are to:
· Assess the effectiveness of the Bank's IT governance, security operations, risk management and security controls. 
· Evaluate the security of IT infrastructure, including hardware, software, networks, and data management including identify vulnerabilities and assess the confidentiality, integrity and availability
· Determine risks to the Bank’s information assets and help identify methods to minimize those risks. 
· Evaluate compliance with relevant regulatory requirements, internal policies, and industry IT and security standards.
· Determine inefficiencies in IT systems and associated management. 
· Identify areas for improvement in IT service delivery, risk management, and compliance. 
Scope of Work
Governance & Strategy
a) IT policies and procedures
b) Alignment with business objectives
c) Change management. 

Infrastructure & Operations
a) Servers’ architecture and configuration
b) Network infrastructure including firewall configurations and access controls
c) Backup Strategy
d) Support Services
Information Security & Cybersecurity
a) Access Controls
b) Incident Management
c) Data protection
d) Cybersecurity Measures
e) Threat Management
Systems & Applications
a) Bank’s Systems and application
b) Databases
c) Record Management System
Data Management
a) Data integrity and confidentiality
b) Data retention and disposal practices
Risk Management
a) Identification, assessment, and mitigation of IT and security-related risks.

Compliance
a) Regulatory compliance
b) Internal controls and audit trails
Business continuity & Disaster Recovery (BCP/DRP)
a) DR Plans, Testing and Readiness
Third-party Services
a) Outsourced IT Services
b) Cloud service providers
Methodology
The audit will be conducted using the following methods: 
Document review
Interviews with stakeholders IT Personnel
Technical assessments, System walkthrough, and control testing
Compliance checklist and benchmarking
Deliverables
The auditor or contactor shall provide the following deliverables:
· An Audit Plan outlining the approach, timeline, and required resources.
· A Draft Audit Report: the initial findings, observations, risks, and recommendations for management review
· A Final Audit Report, consolidated and validated report with management feedback incorporated. The report includes: 
· Executive summary
· Findings and observations
· Risk assessment
· Management action plan – Recommended corrective actions and timelines. 
Audit Contractor/Consultant Requirements
The contractor must have:
· Professional certifications like CISA (Certified Information System Auditor), Certified 27001 auditor or similar certification. 
· A minimum of 7 years’ demonstrated experience in IT audit processes. 
· Experience in auditing IT Security, risk management, and IT governance. 
Roles & Responsibilities
CBSI Management: Approves ToR and Audit Plan
Contracted Auditor: Conducts audit and prepares reports
ICT Department: Provide access to systems, documents, and personnel. Facilitate technical support and respond to queries.
Internal Audit: Coordinates and monitors implementation
Duration and Timeline
The audit is expected to be completed within 8 weeks from the commencement date of engagement. A detailed schedule will be developed once the auditor has been selected.  

	Deliverables
	Deadline

	Inception report and work plan
	7 calendar days after the contract is signed

	1st draft report, containing the three sections indicated above
	By November 28th 2025

	Final report
	No later than 10 working days after receiving CBSI comments. 


Confidentiality
All information accessed during the audit shall be treated as confidential and used solely for the audit. The Auditor shall not disclose any information to thirds parties without prior written consent from CBSI. 
Consultancy Fees & Payment
The total charge for this engagement should be within the allocated budget of SBD $500K. The payment schedule is as follows: 

	Deliverables
	Payments

	Inception report and work plan
	10%

	1st draft report, containing the three sections indicated above
	30%

	Final report
	60%


Reporting and Communication
Regular updates to CBSI Management
Present findings to Risk, Management, and Board Audit & Risk Committees
